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Abstract

As the needs for TCP/IP network on embedded systems are increasing, network security problem
becomes important. Embedded network systems often handle sensitive information such as personal
privacy or control signal of machinery, which should be protected by a proper security protocol.

We developed an implementation of IPsec security protocol for TINET TCP/IP protocol stack,
which runs on p ITRON real-time operating system. In our evaluation on several embedded CPUs, it
is proved that our IPsec protocol stack without hardware cipher engines had sufficient performance on
small network traffic. The memory usage of the TINET with IPsec extension is only about 300 larger
than that of the original TINET, so that it is usable on embedded systems with severe resource
restrictions.
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