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Abstract

Recently, it is indispensable function to connect to the internet for embedded systems. Also, security
of internet communications is important problem, because embedded systems work with personal
information and/or the operational parameters. The author applied IPsec with AES encryption to a
TCP/IP protocol stack for a «ITORN real-time operating system. Processing of AES encryption
requires high-performance to CPU, but, it is important to add the function of AES encryption without
high-performance CPU. Therefore, the author developed AES hardware processor on an FPGA device,

and applied IPsec.
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